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Durham Region Health class action lawsuit puts 
price on personal information

Emily Jackson
Staff Reporter

A proposed settlement in a class action lawsuit against Durham Region Health puts a $5.99 
price tag on the patient data doctors are privy to. 

The lawsuit was filed against Durham Region after a nurse lost a USB key laden with the 
unencrypted personal information of 83,524 people in December 2009. 

According to the proposed settlement, which still must be approved by a judge but was 
signed by lawyers for both parties on May 3, the region will pay $500,000 in costs, 
disbursements and taxes. 

If the judge agrees to that amount, the loss of each person’s data will cost Durham Region 
at least $5.99. 

The region could also be on the hook for individual payments to those who took a financial 
hit because their information was on the lost USB key — if those people can prove that 
happened. 

“It is a reasonable outcome that balances the rights of the class members with the financial 
resources available to the Region of Durham,” said Sean Brown, lawyer for the plaintiffs, in a 
statement attached to the proposed settlement. 

The USB key contained names, phone numbers, dates of birth, health card numbers and 
primary physician names of people vaccinated against H1N1 in eight clinics from Oct. 23 to 
Dec. 15, 2009. 

It was dropped somewhere between the regional headquarters parking garage and the 
building on Dec. 16, 2009. The key was never found, sparking major concerns of identity 
theft. 

Every extra piece of information about a person makes it easier to commit fraud. More than 
$13.2 million was reported stolen from Canadian victims of identity theft in 2011, according 
to the Canadian Anti-Fraud Centre. 
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The class action suit against Durham Region, which originally demanded $40 million in 
damages, was filed in April 2011. It alleged negligence, breach of fiduciary duty, violation of 
privacy, public misfeasance and a breach of Charter rights. 

None of the allegations have been proven in court. 

In the proposed settlement agreement, Durham Region expressly denied all liability. 

Yet the proposed settlement outlines a process for people to file compensation claims. 
Before any cash is paid, Durham Region will take steps to “mitigate the harm.” If a person is 
still not satisfied, they can try for monetary compensation. The process could take as long as 
eight months. 

How much money a person receives will be “based on common law principles.”

It is not known how many of those vaccinated at the flu clinics will be entitled to claims. At 
the time the key was lost, however, Durham officials told the Star anyone who opened the 
file would have seen meaningless symbols and had to decipher them for pertinent 
information. 

Durham officials and lawyers for both parties could not be reached for comment. 

The settlement will go before a judge for final approval July 3. If approved, people whose 
information was on the lost USB key have until Aug. 2, 2016 to make a claim.
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